Mubopmauus 06 ocHoBHbIX BUaX MOLLIEHHUYECTBA

B nacrosimee spems mauGonee PaCIpOCTpaHeHHBIM CIIOCOGOM COBEpIIEHHUS
IPECTYIICHUH B NaHHOI cdepe ABIseTCH XMIneHMe G 0aHKOBCKMX KapT rpaxias,
KOTHa 3MOYMBINIICHHHKH 10 TeneOHy [PenCTaBISIOTCS COTPYAHHUKAMHU CITy:x6
6e30racHOCTH pasnuYHbIX GaHKOB U [T/ pasIuYHBIMU [PEIOraMH TONYHaIOT OT
TIOTEPNICBIIMX HOMEp OaHKOBCKOH kapThl, kog CVV (3 umdpsr ma o6parHoit
CTOpOHE KapThl), a TakKe MapoJu, npuxoausune no SMS, meobxoaumele s
NPOBEAEHUS QUHAHCOBBIX onepauuit. Taioke 3I0YMBIIIEHHUKH MOTYT COOBLINTE
TIOTEPIEBIIMM O HEOGXOAMMOCTH YCTAHOBIEHHS Ha CMapT(OH, KOMIBIOTEp MK
IUIAHIICT pasTuYHBIX Nporpamm («Anydesky, «Quick support», «Teamvievery u
Jp.), BbIIABAS UX, B TOM 4HCJe, 34 AHTHBUDYCHBIE, I103BOJISIOUIMX MOLIEHHUKAM
AUCTAHLMOHHO, T.C. YIQJIEHHBIM JOCTYIIOM, YOPAaBIAThL CMapTHOHOM, HOYTOYKOM
W TUIaHIICTOM H, KaK CJIENCTBUE, OCYINECTBIATh OMHIAMH NEPEBOJBI OT MMEHHU
TIOTEPNEBIINX Yepe3 UX JTUYHBIH KaOuHeT.

Obpamaio BHuMakHue, uTo B XOl€ TeNe(OHHBIX PAa3srOBOPOB MONIEHHUKH
MOTYT COOOIUMTE BallM NEPCOHAIbHbIE Rannple: ®HO, narty poxnuenus,
NaclopTHBIC NaHHbIE, a TaKKe JAaxe IOCHeNHHe OTI€palli{ 110 BallUM CYETaM.
Kpome Toro, IIPECTYIIHUKY, HCIONL3YS BO3MOXKHOCTHU IP-tenedorun, moryr
OCYWICCTBIIATE 3BOHKH C abOHEHTCKHX HOMEPOB, CXOXKHMX HIM UICHTHYHBIX
OQHLHATEHEIM HOMepaM OaHKOB, YKa3aHHEIM Ha 000pOTHO# cTOpOHE KaprT,

Yrober He cTate *epTBoit momo6HbIX NPECTYNNEHUH HEOOXOAUMO MOMHHUTS,
ITO HACTOsIUME COTPYAHMKH GAHKOB HUKOINA HE 3BOHST KJIIHCHTaM M HE MPOCAT
COOOWIATE UM KaKyIO-1u60 MH(QOPMALIHIO, KACAIOIIYIOCS KaK KX IIEPCOHANBHEIX
AQHHBIX, TaK ¥ OaHKOBCKOHM KapTel. Hu Npy Kakux oOCTosTensCTBax He
pasrnamanTe HUKOMY, BKJIOYas COTPYAHMKOB GaHKOB, ITapony Ha TIPOBEAEHUE
onepauui. [lapons nns Bxoma B cucremy «bauk Ownnaidia» 310 Bama jMuymas
KOH(pUIEHUHaTbHAS uHpopmanus. Takxke, He B Koem Cllydyae He CTOMT
YCTAHABNMBATE MO Npocsbe HeW3BECTHBIX  JIHII KaKue-Inbo  MpuiIoXeHus
(mporpammp).

WHuele cnioco6s! MowennuyecTsa COBEPILIEHHBIC IUCTAHLIMOHHBIM CIIOCOBOM.

C ucnonp3oBanmneM cetu UnTepHer:

1. Ilyrem nonyyenus [Ipenomnarsl B pasmepe g0 100% za TOBap WU YCIYTY C
[IOMOIIBIO CO3TaHUSL «ONHOAHEBHBIXY MHTEPHET-MArasuHoB U CalTOB-ABONHUKOB;
C Hcnonb3osanueM MHurepuer-miomanox o [IPO&YKe TOBAapOB M ycayr (caiTer
«ABuTto», «IQOna» u AP.); B COLMANIbHBIX ceTsX «B KOHTaKTe», «ONHOKIACCHUKI
T

[Ipexxne yem 3axazats ToBap B MHTepHeTe moumTaiiTe OT3BIBEI Ha PasHbIX
CaliTax O MaHHOM HHTEPHET-MarasyHe HWiu BUPTYaJIbHOM IPOJABIE, B Clydae
HaluiHs BBl Cpasy o6Hapy)UTe OTpHLATENbHBIE OT3LIBEI, OTCYTCTBHE OT3LIBOB O
BHIODAHHOM BAaMH HHTEPHET-Marasuue FOBOPHT O KOPOTKOM MepHOzEe ero
CYIIECTBOBaHUSA. BHuMmaTensHo uwraiite Hazpamus Mureprer-marasuna, Tem
caMmbiM Bel u3bexure caiiTos-knonos. Crapalitecs us6erars IIOKYIKH TOBapa I10
npenoruiate. Ecnu nmena TOBapa ToOpasfgo HUXKE LEHBL! B OOGBIYHBIX PO3HUYHEBIX
Mardsuhax, Tak W B ApYrux MHTepHeT-Marasuuax, nu6o Ha PBIHKE B LEIOM

(Hanpumep, Npy Tpoaaxke aBTOMAILIUHBI 11O 3aHWKEHHON CTOMMOCTH), 3TO MOBOX
HaCTOPOXKUTHCS.




2. Ilyrem nomyuenus undopmarmn or nuua, pasMeCTHBIIETo 0GBABIEHHE O
NpoAaXXe Kakoro-anbo TOBapa, O NONHBIX PEKBU3UTAX €ro GaHKOBCKOM KapThl
(HOMep, CpOK neicTBHS, NaHHbIE aepxkarens, CVC-xon), akobbl, ¢ wLEabio
BHCCCHUS NIPENONNIATEI, C NMOC/IEAYIOMMM XHIEHHEM C Hee JeHEKHBIX CpPEICTB,
HCTIONB3YS MOJYYEHHBIE JaHHEIE,

He cooGuiaiite HEH3BECTHOMY KaKylo-TH00 HH(OPMALMIO Kacaomyiocs
0aHKOBCKOM KapTel - s OCYIIECTBIEHHs MepeBoja TpeGyeTcss TONBKO
IIeCTHAAIATU3HAYHBIH HOMep KapThl. Hu npum Kakux 06CTOSTENsCTBAX HE
coobuiaiite napomu Ha nposenieHne onepauud. Ilapons s Bxona B CUCTEMY
«bank Onnaitn» 210 Bama uyHas KOH(uIeHUManbHast UHYOPMaLHs,

3. IlyTemM mNoMy4eHHs HEHEXHBIX CPECTB OT NIOTEPNEBIINX IpH, AKOOEKI,
BHECCHUN CTaBOK Ha (POHIOBBIX U UHBIX GUpPKaX.

Ilpexne 1em BHOCUTH meHbrH moyuTaiiTe OT3BIBEI Ha Pa3iin4HBIX caiiTax B
HIHTepHere, y3HaliTe K IOpPHCOMKLUMM Kakoii CTPaHbl OTHOCHUTCS AEATEIBHOCTE
JaHHOW OpraHM3alliH, a TaKKe O03HAKOMBTECH C NpaBUWIaMH U YCIIOBHAMH ee
NEeATENBHOCTH.

4. BsnoMm cTpamuu nosnb3oBaTenell B CoLMabHBIX CeTAX, B OCHOBHOM
«BxoHTakTe» u «OIHOKNIaCHUKMY, U PACChUIKA COOBIEH I «APY3bSAM» OT UMEHHU
A@HHOTO IONE30BATENA ¢ MPOCEOOH ONONKHTE JIEHEr, KOTOpble HY)XHO IIE€peBeCTH
Ha yKa3aHHbIe a0OHEHTCKHE HOMepa MITH GaHKOBCKHE KapTEhI.

IIpexxne ueM ocyiecTBUTL HepeBox MO3BOHMTE CBOEMY IpYry, OT KOTOPOro
MPHLLIO COOOIUEHUE, U YTOUHHUTE HHDOPMALHIO.

C_HCTIONIB30BaHMEM CPENCTB COTOROM CBSI3H IOYTEM COOOIICHHS rpa)IaHam
3aBEAOMO JIOXKHOU MHGMOPMALIHH:

L. O Hapywenmn wux 6iusKHMU POINCTBEHHUKAMH  IEHCTBYIOLIErQ
3aKoHonarenscTa (cosepwenne JTII, npuduHenue TelecHLIX MOBPEXACHMIA,
XPaHCHHC HAPKOTHKOB M T.IL), C LEJIBIO Iepeauu NOTEPIEBIIUMH HTeHEKHBIX
CPEACTB Hepes MOCPENHUKOB, 1160 mepeBon UX uepes TEPMHUHAJBI OILIATHI JUIs
PaspeLICHUs ClIOXKUBIIeHCA cuTyauuu. [Ipy 9ToM MoleHHUKY CTaparoTCs AepIKaTh
(OKCPTBY» BCETia Ha CBA3H, C LENBIO MCKIIOYEHHS KAKUX-THGO LelicTBHE c ee
CTOPOHBI IT0 IIPOBEPKe HHMOPMALIHH.

Heobxonumo nepessonuts Ha wu3BecTHble aBomenTcKime HOMepa Juiy,
KOTOPBIM  MPEICTABIAETCA 3MOYMBIUUIEHHHK, JUGO POICTBEHHUKAM, C LENbIO
BbISCHEHHS! NE€HCTBUTEIHHOCTH NPOM3OLIE/IIUX COBBITHIL. [Tonpocurs 3B0HAIIETO
Ha3BaTh Kakue-mubo JaHHbIE JMLA, KOTOPLIM OH IpPEACTABMSeTCs (®.1.0., nara
POXACHUA, MECTO JKHUTEJIbCTBA, NaHHBIC POACTBEHHHUKOB, KaKHe-TiHGo (akTel u3
JKH3HU U T.JO.).

2. O GnoxupoBKe GaHKOBCKOH KapTbl ITyTeM pacchliku SMS-coobimenuii u
NOCNENYIOMEro HHPOPMUPOBAHUS O HEOOXOLUMOCTH IATbHEHIIero BBEJICHHUS
psana koManz ¢ 6aHKkomara.

[Ipexne deM BbINONHATH Kakue-TMOGO meHCTBHS o ©aHKOBCKOH KapToif
IIEPE3BOHKUTE B OaHK M yTOUHUTE HHDOPMALHIO.

3. O BO3MOXHOCTH MNOJyYeHHS KOMIEHCALUK 34 paHee npuoOpeTeHHbIE
HEKAICCTBCHHDBIC TOBAPhl MM OKA3AHHBIE YCIYIH, JUIS Hero Heo6XOMMMO
TIEPCUUCIIATE OINPE/IeNIeHHbBIH IPOLIEHT OT IIoJararomeics CYMMEL




Cnenyer 3HaTh, YTO pasiu4HbBe KOMIEHCALMH BBIIIAYUBAIOTCS rpakiaHaM
TONBKO IpH MX JIMYHOM IMCBEMEHHOM OOpalleHHH B COOTBETCTBYIOLIHE
opraHu3anvi. Hukakue npoueHTs! 3a BEIMIATY KOMIIEHCALHI He YIUTQYUBAIOTCA.

4. JIx00Bl, U3 MONUKIMHUKA UM GOJIBHHUIBI, O TOM YTO y Bac unu y Bamux
POACTBEHHUKOB OOHApYXHUIH CTPAINHBIN AWArHO3 M YTOOBI BBUICYHUTH GOJIE3HD
HE0BX0ANUMO MepeBecTH AeHbIHU 3a JEKapCTBa.

Heo0x0a1mMo NOMHHT, 4T0 HACTOSIIMI Bpay HHKOIIA He Oyner 3BOHUTDH BaM
no TenepoHy M CooOIIATh O «CTPAIIHOM IHWACHO3E» WM IIPOCUTDL IEPEBECTH
JCHBIY 33 JIEKapCTBa.

J. C npocs6o#l KynuTh IIPONYKTHI, CIIUPTHOE, LBETH U T.1I., JOCTABHTD X IO
YKa3aHHOMY alipecy, a MOIYTHO MEePEYHCIIUTE NEHEXHBIE CPeACTBa Ha TeneoH, ¢
3aBEPEHHEM, YTO JACHLI'HM BEPHYT M0 IPUOBITHIO HA afpec 3aKa3yHKa.

Eciu BBl ucnonHsere kakoe-nu6o mopydeHue o TeNnedoHy, NOCTaBigeTe
34Kasbl, TO HE CIENYeT IEPEBOAUTH JCHBIU HAa HE3HAKOMBblE Tene(OHsI, CHaYasa
AOCTABBTE TOBAP II0 HA3HAYCHHUIO H Ha MECTE OIPEEIUTECH C 3aKA3YUKOM.

Kpome nuCTaHUMOHHBIX MOLICHHUYECTB IPaXKIaHe CTAHOBSTCS XKepTBaMH U
KOHTAKTHBIX MOLUEHHUYECTB, COBEPIICHHBIX IO/l BUIOM COLHUAILHBIX PaGOTHUKOB,
COTPYAHMKOB pa3NIMYHBIX OpraHM3alMi (ropras, ropcser, ITeHCHOHHBIH (oI,
MeJMUMHCKHe paGoTHUKKM U T.A.). IIpemnoramu Moryt GsITs: CPOYHBIA 0O6MeH
JICHer, HafA0aBKU K IEHCHH, IIPOBEPKa Ia30BOT0 MM BOISHOLO obopynoBaHus,
[IEpEpacHeT KBapTIUIaThl, MPEMHUH BeTepaHaMm, npoxaxa BAJIOB, MeIUUMHCKUX
NpuGOPOB WM APYIHUX PA3NUUHBIX TOBAPOB II0 NBLOTHBIM [EHAM U T.4. OcHoBHas
UCJIE STOYMBLIIUICHHAKOB — Y3HATh, 1€ XPaHATCS JACHEXKHbIE CPEACTBA KEpPTBBLY,
HOCJIE Yero OTBIICYL €€ BHUMAHHE ¥ COBEPIUUTh UX XHIIEHHE. Takke Npenorom

MOXET OBITh TIafaHue, CHATHE NKOOLI HAIOKEHHOMN IIOPYH, HCILENEHHE OT
3a00J1€BaHUIA.

Kak nousTs obman:

- 00 obMeHe NEeHeXHBIX CpPEACTB MM IIDOBE/ICHUH Kakux-1ubo pedopm
3apanee Oyzner coobmarecs B pasnuanbix CMU (Tenesunenye, paznuo, rnevatHele
U3JIaHMs), B OTHEJICHUSX OAHKOB, YIPEXKICHUSIX COLMATILHON [OJIHTHKH,
IEHCMOHHOIO POHAA U T.1.

" Y3HATD, 4TO 33 OpraHU3ALMIO NPEICTABIIMIOT NPUIIELIKE U, [I03BOHHUB TyLa,
Y3HATB, €CTb JIM TaM TaKHe COTPYAHMKM M MPOBOAMUTCS JU 06XOH JOMOB IO
0003Ha4Y€HHOMY BONPOCY; NOMPOCHTH NPEXbABHUTE YIOCTOBEPEHHE,;

- YBEAOMATH POJACTBEHHHKOB (JKEJATENBHO MONPOCHTH HOABEXATB);

- IO3BOHUTE MJIH [103BATh COCEAEH;

- IO3BOHUTH 3aKPEIUIEHHOMY COLMANBHOMY PabOTHHKY:;

- HE CTOMT NOKYIaTh Y HEM3BECTHBIX HUKAKMX JIEKAPCTBEHHEIX IPENapaTos,
ra3oaHaan3aTopoB, CYETYUKOB, (QUIBTPOB NSl BOIBI, XO3SHCTBEHHDIX TOBapOB,
MEIMIHHCKUX IPUOOPOB U T.II.



FPAXAAHE, NP COBEPILIERUY

ATAKXKE COOBILATD PEKBI3UTB! CBO




| PAXAAHE, NOMHHUTE, HTO B HEKOTOPBIX CAVMASIX
. IMYILECTBA | KAAH COBEPLIAIOT

AE PEKBUBUTHI




FPAXXAAHE, IOMHUTE, 470 O AIOBOW Vi
MEPES e Y T :

A MECTAX




ke

IEHHUKH!

Yuacmuaucs hakmel MouwleHHUYECMEd 6
OMHOUWIEHUU NOJCUABIX 2PANHCIAH

YAOCTCBEpeHue,
OpraHusaLuio, COTPYAHUKAMU KOTOPOH OHM

NPEeACTaBUAMCE WK B NOAULMIO No Tenedory
4 02!

MK Bam npuwinu  paborHuku lMedcuonHoro
donga, couyuansHoii, rasosoii caywbsl mam
UHbIE /MLA NOJ PasAUYHBLIMU NPeANoramu
nbiTatoTca saitu K Bam B fom gns okasanus
yeayr uam nposepkn obopyaosanua

- He cnewuTe nyckats ux 8 gom!

ObssarenbHo nocMorpure nx

NosBOHUTE B TY

- Hu B Koem criyqae He noKaswiBaiiTe HeSHAKOMBIM MecTa XpaHeHWs geHer u yeHHocreii!
- ByabTe 6auTensHbl Npu noneiTKax oTBAe4s Bac u octasuth HesHakomua Ges npucmorpa B
KBapTupe (Hanpumep, nog npeanorom npuHecTu sogsi)!
He ocmasarimecs pasnodyuirnsimu,
Ooeedume 3my URHOPMAYUIO 00 POOHBIX U OAN3KUX!

I'Y MBJT Poccuu no Huoicezopoockoii o6nacmu npeoynpexcoaem!
B 2019 200y srcepmeamu mowennuxos cmanu 6onee 2400 scumeneii obnacmu.
Yuiep6 om ux oeiicmeuii cocmasun 6onee 550 munnuonos pybneii.
Camoie pacnpocmpanenusie cnocobvr mowennuvecmea!

[lokynka uin nponaza ToBapa uepes HHTEPHET-CAMT

Ecnn Ber nponaere uam nokynaere kaobi-in6o TOBAp
10 00BAB/ICHUSIM, PA3SMCIIEHHBIM HA HHTCPHET-CANTAX,
H st NEePeBOa [IeHEeKHbIX CPEJCTB MOMHMO HOMepa
GankoBckoii xapTer Bac npocsit Haseates ed NUH-kojx,

Kol GesomacHocTH (3T0 TPH nocieIHHe uH}pEL,
pacnonoxenHnle Ha obpaTHoH cropone GaukBscoii
KAPTbl), 2 TaKXKe NAPOIM M3 TeTe(OHHLIX CMe-
coobeHHil.

IMOMHHUTE! BAM 3BOHUT MOLUEHHHUK!
HE nepeuucnsiite npepomnaty, me yGenuBuinch B
HaJAeHOCTH npoaasua.

Ecan Bam npuwnoe SMS-coobuenue o TOM, YTO
Bawa  GanxoBekass  kapra  3abnokuposana,
Heo0X0ANMO IOATBEPAHTEL OMEPALHIO 110 CIHCAHHIO
HJIH NICPeBOay AEHEKHBIX CPeATCR.

[TOMHHUTE! Banku He O0CYWeCTBAMIOT TAKHX
pacceiior! HE 3BouuTe Ha ykasaHHble HOMepa
TenedonoB, obpaTuTech B Gamikaiiee oToeacHHe
Bauka!



' 0

anc'runucn. q)alcrbl Momenuuqecrsa ]
OTHOLWIEHUM MOXHUIbIX rpaxpaaH!

Bam nozsommam ¢ Hesmaxomoro Homepa m
cooGmunn, 910 Bam Gamakali poacreenEEK
momax B Gexy (zagepxaE moJaEmEei,
COBePIIET AOPOXKHO-TPAHCHOPTHOE
OPOHCIIECTBES H TJ.), 2 AJS TOrO, YTOOLI
HOMOYb, HYXKHA OOPeIeIeHHAS CyMMAa JeHeT.
Obsazareanno HpoBephTe 3Ty
HEQOPMANNIO, CBSKHTECH ¢ POXHBIMH H
GNEGKHME DO pamee m3BecTHBIM Bam
moMepaM Teaedonosn!!!

HU B KOEM CIIYYAE HE NEPEBOAUTE U HE NEPEOABAUTE
HE3HAKOMbIM JIULLAM OEHEXHbIE CPENCTBA!!!

K
Hencmornoro
ra3oBofl ¢aywObl B HJIH HHbIe JEOA 00X

Bam OpHOLTH

tbomna,

paboTEHEKE
COOBAILEOM,

PRIEIHLIME =~ OPeIOraME  ILITANOTCH
3alTE K Bam B g0M x13 oxazamma YOIV,
mposepkd 060pyAOBaHEA B T.I.

-He coemiaTe nyckaTs Bx B 10!

-ObszaTensno HOCMOTpHTe HX
YAoCTOBEpeHHe, NO3BOHHTE B Ty
OPraEE3aNHi0, COTPYAHEKAME KOTOpOi
OHH NDPeJCTABHINCH HIH B IDOJIHINHED
o Texedory 02 wxm 102!

- Ha x xoem caysae He moxazmeaiite
He3HAKOMLIM MecTa XpaHeHHS fAeHer N
HeHEHocTed!

- Byapre GpurensmEml mpE nmommrTiax
orBieds Bac u ocraBETh HesmaxoMmma Ges
OpHECMOTPa B KBapTHpe (Hanpumep, mox
HpPeAToroM IPHHECTH Boakl)!

He ocraBaiTech PaBHOOQYLWHbIMM,
AoBepuTe 3Ty MHpopmaumio fo POAHLIX U 6NIU3KKX!



'Y MB[} no Huxxeropopckoit o6nacru npeaynpexpaet!
MoweHHHu4YecTBa Ha MHTEpHeT-calTax

— _ - ITox npemorom KYILIH —
OPOQAKH TOBApAa

- ApeBja Kuibs J1E60
HDOMemeH il
- TpynoycrpoiicTea

Bu npopaere WnM noxynaire Kakow-nubo ToOBap no o6wABNEHUAM, PA3SMEIeHHLIM
HA3 WHTEpHET-CaWTaX, ¢HAeTe WHM XoTre apeHpoBaTh MWNLE W ANA nepesopa
ACHENHLIX CPeACTE NOMUMO HOMEepPa GaHKOBCKON KapTel Bac npocAr Hassath ed MTUH.

Kon, xon GelonacHoerH (s1o TPU nocnegHue UUDPLI, DPACTIONONKEHHLIC c3anm
6aHKOBCKOM KapThi), a TaKKe Naponi U3 TenedoHHLIX CMC-CoobuLe HMM.

Momuure! BAM 3BOHMUT MOLUEHHMUK!
HE nepeuucnsiite aenexHbie cpeacrTsa, He ybenuswiucsh B
HapeXHocTu agpecara!l

MoweHHu4YecTBa ¢ 6aHKOBCKUMM Kapramu

- - Iox npessIorom 9336 JIOKHPOBKE
i ; l  GamkoBckoit KapTHl

%S ' - Bemaar pasanuseix koMmencammii

- lloaTBep:knenna omepanmii mo
COHCAHEIO JIH00 HepeBoxy
JdeHEeXKHBIX Cpeacrs

|

Ecnu Bam npuwno SMS- coobuenue o Tom,
3abnoKUpoOBaHa, HEOGXOAMMO NoATBEPAUTE One
ACHENHLIX CpeacTs

NMomuuTe! BaHku He OCYleCTBNAIOT TakuX paccsinox! He 3SBOHMTE Ha

ykasaHHuie B SMS-coobuennu HOMepa TenegoHoB, o6paruTech NUYHO B
6nwxanwee orpeneHue Bauka!

4To Bawa 6GanxoBckas kapra
PaUNIO NO CAWMCAHKI0 MNM Nepesopy

Ecnu Bur ctanu KCPTBOU MOWRHHUKOB MAM Bor noaospesaiiTe,
HTo 8 oTHoweHuu Bac nnaHupyroTes nNpeTUBONpaBHLIe
AGMETBUA, HEIAMRLNUTENDHE coobumre o6 3ToM B NoNMLUIO
ne Tenegony 02 ( ¢ mobunsHoro - 102)



